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1. OBJECTIVE  

1.1 The Guideline shall apply to all student of the University that stay at IIUM 

Mahallah Gombak campus.  

1.2 The Guideline aims to ensure that all student will have fare Wi-Fi services usage.  

1.3 The Guideline shall be read together with the IIUM Security Policy, Policy for 

Network Services and related University policies.   

  

2. TERMS AND DEFINITIONS  

Term  Definition  

IIUM   
The International Islamic University Malaysia, otherwise known   as 

“the University”   

ICT   Information and Communication Technology    

CIO Chief Information Officer 

ITD   Information Technology Division   

ITD 

Management CIO, Director, Deputy Directors and Team Leaders of ITD. 

Equipment   
The equipment refers to either a desktop computer, notebook, 

mobile phone or tablet.   

Wi-Fi Wi-Fi is the name of a wireless networking technology that uses 

radio waves to provide wireless high-speed Internet and network 

connections. 

SSID SSID is stands for Service Set Identifier. An SSID is a unique ID that 

consists of 32 characters and is used for naming wireless networks. 

  

   

3. ELIGIBILITY  

3.1 Each student shall connect to the SSID IIUM-Student to any available Wi-Fi 

services at Mahallah using respective username and password.  

3.2 Student are advised to use the Wi-Fi services for the education, research and 

beneficial purposes only. 

3.3 Allowed bandwidth speed is up to 15Mbps for better user experience among the 

students in the Mahallah. 
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4. RESPONSIBILITY OF STUDENT   

4.1 Student are advised not to use the Wi-Fi services for the below activities: 

i. Download or upload obscene, offensive or illegal material. 

ii. Send confidential information to unauthorized recipients. 

iii. Invade another person’s privacy and sensitive information. 

iv. Download or upload movies, music and other copyrighted material and 

software. 

v. Visit potentially dangerous websites that can compromise the safety of our 

network. 

vi. Perform unauthorized or illegal actions, like hacking, fraud, buying/selling 

illegal goods and more. 

 

4.2 Students are advised students to be careful when downloading and opening or 

executing files and software due to security reasons. ITD won’t assume any 

responsibility if student devices are infected by malicious software, or if their 

personal data are compromised as a result of inappropriate student use. 

 

4.3 Student are advised not to use the University resources as a tool for profit making. 

 

5. IMPLEMENTATION AND NON-COMPLIANCE  

5.1 The Director of ITD holds the responsibility for the implementation of this 

guideline and shall take necessary actions in the event of violation of this 

guideline.  

5.2 This guideline is applicable to the University community and any infringement of 

the guideline may subject to disciplinary actions and any other actions deem 

necessary.  

  

6. ENFORCEMENT  

This guideline is applicable to all staff of the University and any infringement of the   

guideline may subject to disciplinary actions.  

  

7. MAINTENANCE OF GUIDELINE  

The Information Technology Division is responsible for the formulation and       

maintenance of this guideline.    

  

8. RELATED POLICIES/STANDARDS/PROCEDURES/GUIDELINES  

8.1 This guideline shall be read together with the following or any documents which 

recently approved:  
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8.1.1 ICT Regulations  

8.1.2 IIUM Security Policy 

8.1.3 Policy for Network Services  

8.1.4 Related IIUM ICT Policies  

  

  

  

  

  

  

  

  

  

  


